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SECTION 1

1. DEFENSE MESSAGE DISSEMINATION SYSTEM (DMDS) OVERVIEW

Section Objectives

After completing this section, you will be able to:

· Define the two programs that comprise DMDS

· Identify the Web site for downloading DMDS software and documentation

1.1 Introduction

a. DMDS is a message profiler system used to disseminate a command's organizational messages.  The messages can be passed to it by an e-mail system, such as the DMS
, and/or passed to it from an AUTODIN
 Subscriber Terminal (AST), such as GateGuard.  DMDS consists primarily of two independent, cooperating programs.  The Profiler Module is the program that uses routing profiles to determine where to disseminate newly received messages.  The Database Manager is the program used to update and maintain those profiles.

b. The Profiler Module operates as an automated mail client program, for example, as an automated version of a DMS User Agent (UA), and is designed to run continuously.  As a mail client program, the Profiler reads messages as they arrive in a particular account's mail folder and compares them against user-provided profiles.  The profiles specify where messages with some particular characteristic, such as ones that contain a specific text string, are to be disseminated.  Messages passed to the Profiler from an AST are encapsulated into the body of a new e-mail message.  Once encapsulated, the same profiles are used to determine dissemination requirements.  

c. The DMDS Database Manager is used to maintain the content of the system’s Profiles database.  The database itself is a relational database built using Microsoft’s Access.  The structure of the Profiles database used with DMDS Version 6.0 and by the Database Manager differs from the structure used with earlier versions of the system.  The new structure allows marking individual disseminates as either an action or as a information. The Database Manager is run only when changes to the system’s database are needed. Once the necessary changes have been made, the program is normally terminated.

d. DMDS can operate only on PC platforms that use one of Microsoft's 32-bit operating systems, such as Windows 95, Windows 98, or Windows NT.  If the DMS User Agent developed by Microsoft is installed, DMDS can also profile DMS messages that were sent encrypted by a Fortezza card, and it can forward those messages, either encrypted or in the clear, to selected DMS addressees.  Because the software can operate on the same PC that a DMS User Agent operates on, no additional equipment is normally required.

e. A conversion program, DatabaseConvert.exe, is provided, which will upgrade a pre-Version 6.0 database structure to the new structure.  Once the conversion has been completed, the conversion cannot be reversed.  Users are cautioned to make a backup copy of the old database before initiating the conversion.

f. DMDS retains the same capability to read JANAP messages from a designated directory, then profile, encapsulate, and route them via e-mail as MDS does now.  

g. The DMDS Web site is www.dmds.navy.mil. At this site, DOD personnel can download both DMDS documentation and software.

h. At a minimum, download Software & Documentation for DMDS Profiler and DMDS Database Manager. Also download the software for DMSCDO (required for commands that will use FORTEZZA with DMDS and DMS 3.0). (See Section 4.5 of the DMDS Profiler Module Users Manual)

1.2 Hardware Requirements

a. For a site that processes only one or two thousand messages per day, the following hardware specifications are recommended:

· RAM: 192 MB

· HDD Space: 2 GB

· CPU/Speed: PII, 400 MHz

SECTION 2

2. MAIL SERVICE PROFILE

Section Objectives

After completing this section, you will be able to:

· State the requirement for DMDS mail services

2.1 Configuring a Mail Service Profile

a. The DMS computers are configured for DMDS when they are delivered to the command. If a new version is installed by the command, a System Administrator may be required to configure the Mail Services Profile. DMDS requires MAPI-compliant mail services in order to operate.  Mail services are message store, transport, and address book services.  DMDS is designed to be able to use any installed mail service that conforms to the Microsoft operating system’s MAPI interface specifications.

b. The particular services listed in the Mail Services Profile will vary depending on how DMDS will be used.  The Mail Services Profile must always list the Message Staging Area Personal Folders message store that is provided when the DMDS software is installed in the C:\DMDS\BIN folder. The file name is StageMsg.pst.

c. Detailed instructions for configuring a Mail Services Profile can be found in the DMDS Profile Module Software User Manual, dated 1 July 2002, Section 4.4.2.

SECTION 3

3. DMDS Profile Module

Section Objectives

After completing this section, you will be able to:

· Describe how to log on to the DMDS Profiler Module

· Describe the System Parameters tab options

· Describe the DataBase Settings tab options

· Describe the Forward Message Structure tab options

3.1 Start Up

a. [image: image3.png]


Start the DMDS Profiler Module by double-clicking the DMDS Profiler desktop icon.

b. The DMDS Profiler Module Version screen will be shown. The DMDS Profiler warning box will be displayed next.  Read the message, and then click OK.
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c. The Choose Profile dialog box will be displayed. Select the MS Exchange user profile that was created by your System Administrator from the drop-down menu, and then click OK.  (Note: On your commands EC you will be asked to entry a password when the “Enter Password” screen is displayed.)
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3.2 FORTEZZA Logon

a. The next step is to determine if the Profiler must use one or more Fortezza cards.  Personalities found on a Fortezza card are used to decrypt DMS messages read from a particular mail folder and to validate their digital signature.  If Fortezza cards will not be used, simply click OK.  If the Profiler will need to use Fortezza cards, you must identify which of the PC’s PCMCIA readers holds a card, and you must supply the PIN that is needed to access that card’s services.  In order to provide this information, click the Add command button.
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b. In the Configure Fortezza Card Logon window, enter the card’s PIN in the accompanying text box and click OK.  A Select encryption roles dialog box will be displayed. Select the FORTEZZA role for the V1 certificate. V3 certificates will not be used until 3rd quarter FY03. The personality used to disseminate messages must be one authorized for use in the same security domain that the Profiler is operating in.  Click OK when finished.
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Profiler Options

a. The DMDS Profiler Module is responsible for searching for new messages as they arrive and for disseminating them in accordance with routing profiles found in the system’s database.  While the module is running, it generates log entries in real time, which record its activities.  

b. [image: image8.png]


The DMS Profiler Notice asking to verify the current configuration settings will appear if this is the first time you have set up the profiler. Click OK. If the Notice is not displayed, view the Profiler Property Sheet by either clicking the Configure program Options icon.
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System Parameters Tab

3.2.1 Input Paths

a. The three command buttons at the top of the Property Sheet are used to maintain the list of input paths.  To delete a path, highlight it and then click the Delete button.  To specify a new message input path to use, click the Add button. To modify the parameters associated with one of the paths, highlight it and then click the Edit button.  
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b. When the Configure Input Path window is displayed, determine the location where messages will be available to the DMDS Profiler. (When setting up the MS Exchange profile, we established the Default Mailbox Inbox as the point of delivery of our incoming messages.) The Path Type can either be a Disk Directory or Mail Folder. Choose Mail Folder, then click the Browse button to the right of the Path window. In the Browse Mail Folders window, open the default mailbox folder (Mailbox – Student(nr)) by clicking on the plus sign to the left of the folder name, then highlight the Inbox folder and click OK. Note: You may add additional input paths if needed.  If the Microsoft Exchange Profile was configured for various mailboxes (either MS Exchange or Internet email), you can configure the input path for each.
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c. The path now indicates the chosen input path. If encrypted messages can be found in the mail folder you have selected, you must specify which FORTEZZA card personality will be needed to decrypt them. Click the Browse button to the right of the Personality window and select the role to use for decrypting signed and encrypted messages. If you are not using a FORTEZZA card, leave this blank. When finished, click OK.
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d. Check the Signature Required box if you want DMDS to treat any message received without a digital signature as an error. Ensure the Path Enabled window is not checked. Click OK. The “Fortezza Personality” column will display the selected V3 personality.
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3.2.2 Select Sent Items Folder

a. At the Property Sheet window, check the box to the left of the Save Copies of messages in Sent Items Folder . The Profiler will save a copy of every message that it disseminates in the Sent Items mail folder. If the window does not indicate the desired folder, click the Browse button to the right of the window and select a folder. The folder you specify must be in your primary mailbox Sent Items folder.  
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3.2.3 Mail Outbox

a. The Profile Module uses the Mail Outbox as it initially constructs each new e-mail message that it builds, based upon the profile criteria of the message. This Outbox must be contained in your primary default mailbox or one of the other public message stores. Selection of the proper Outbox is accomplished in the same manner as the Sent Items.
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3.2.4 Move Message Receipts to This Folder

a. Check this checkbox if you want DMDS to automatically profile message receipts received in the Inbox to a folder designated for message receipts. Receipts can be a Delivery Notification, Signed Receipts or Read Receipts, and Non-Delivery Notices. This folder should always be located in your primary default mailbox and will have to be created manually. Selection of the proper Outbox is accomplished in the same manner as the Sent Items.
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3.2.5 Automatic Log Archive 

a. Check this box if you want the Journal Log file to be archived automatically to a file carried in the DMDS\BIN disk directory.  The Journal Log’s content will be placed in an ASCII text file named DMDSjjj.LOG, where jjj represents the current 3-digit Julian date.  If the file does not exist, it is created.  If the file already exists, the Journal Log file’s content will be added on to its end.  When this option is selected, the Journal Log is automatically archived any time it reaches 90 percent of maximum capacity, whenever the Profiler is terminated, and at change of Radio Day (2359Z).
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3.2.6 Combine JANAP Sectioned Messages

a. Check the Combine JANAP Sectioned Messages and disseminate after x minutes box if you want the Profiler Module to recombine legacy format (AUTODIN) sectioned messages. The system will hold individual sections of a sectioned message until all sections are received or the time limit set at the right expires.   Should an individual message section be held longer than this number of minutes, the system will combine the sections of the original message that are available and disseminate the results.  
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3.2.7 Move Unmatched Sectioned Messages to the Manual Errors Folder

a. Check this box if you want the Profile Module to move unmatched sectioned messages to the Manual Errors folder after the time limit has expired.

3.2.8 Restrict Search for Section Marker to First (x) Lines of Format Line 12

a. Check this box if you want to limit the search for the section marker; otherwise, all of Format Line 12 (message body)  will be searched.
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3.3 DataBase Settings Tab

3.3.1 Trace Profile Hits
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When this box is checked, the Profiler Module will record (in the log) the identifier of each profile whose conditions are satisfied by a message.  If you are not sure why a particular message is being disseminated to a particular point, check this box and reprocess the message.  The log will then list all the profiles that assigned dissemination to a message.

3.3.2 Report Destination Routing Indicators Not Matched with Profile Sets

a. When this box is checked, the Profiler Module will check to ensure that every Destination RI found in a JANAP format message is associated with at least one Profile Set.  If one or more RIs are not matched, the message will also be disseminated to the Manual Error Routing folder.  For such deliveries, the body of the message will be prefixed with a note that lists the unmatched RIs.
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3.3.3 Allow OSRIs to Be Linked to Profile Sets

a. When this box is checked, if a JANAP format message appears to be present, the Profiler Module will test to see if its Originating Station Routing Indicator (OSRI) has been linked to a Profile Set.  If so, the Profiler will apply the Profile Set to the message as if the OSRI had been found among the message’s destination routing indicators.
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3.3.4 Duplicate JANAP Message Checks

a. [image: image24.png]


[image: image25.png]


When one or more checkboxes in this group are checked, the Profiler will test every JANAP format message that it processes to see if it is a duplicate of one previously processed.  Messages judged to be duplicates are disseminated to the Manual Error folder.  A message is judged to be a duplicate of one previously received if the same Profile Set can be applied to both messages and if parts of the two messages match character for character.  Those portions of the two messages that are not compared need not be the same.  The checkboxes offered in this section specify which parts of the message are to be compared.  Successively greater portions of the two messages are compared, depending on how many of these boxes are checked.  Note that Format Line 12 refers to the message’s entire body. Some messages that are duplicates will be disseminated as if they were not.  For example, messages with a precedence of Flash or Emergency Precedence are never routed as duplicates.  Messages that contain operating signals ZDS (Corrected Copy), ZFG (Exact Duplicate), ZVR (Retransmit this message at once), or that contain a content indicator code in Format Line 2 that begins with any of those groups will not be routed as duplicates.

3.4 Forward Message Structure Tab

a. The Forward Message Structure tab allows the operator to choose what information will be forwarded by DMDS, along with a disseminated message. This tab also allows for tailoring of the information the Real Time Log displays, and what information is taken from the message and placed in the dissemination copy.
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3.4.1 Attachment Options – Original E-mail Address List  

a. Check this box if you want the module to build an attachment that contains the recipient list used by the original message (i.e., the content of the From, To, Cc, and Bcc lines found with the received message, if any).  These attachments are then built only for messages read from a mail folder, such as the Inbox. 
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3.4.2 Attachment Options - Generated Dissemination List  

a. Check this box if you want the module to build Master Dissemination List attachments.  An attachment will be forwarded with every message processed that contains the complete dissemination list built from the Profile Set that was applied.  If more than one Profile Set was applied to the message, and their dissemination lists were merged, the attachment lists the combined dissemination list.
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3.4.3 Attachment Options - JANAP Header  

a. Check this box if you want the module to build JANAP Header attachments.  An attachment will be forwarded with every message profiled that appears to contain an encapsulated JANAP format message.  The attachment will contain Format Lines 2-11 of the original JANAP message.
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3.4.4 Attachment Options – Profile Hit List

a. Check this box if you want the module to build Hit List attachments.  An attachment will be forwarded with every message that contains a list of the routing profiles whose test conditions were satisfied by the message.
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b. With all four Attachment Options checked, the results would be four attachments on the message routed to the readers.
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3.4.5 Reformat Options – Omit JANAP Header in Message Body  

a. When an encapsulated JANAP format message is found, the entire message image is normally retained in the body of the forwarded message.  Check this box if you want only Format Lines 12-16 plus any appended distribution lines to be sent encapsulated within the body of the forwarded message.
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3.4.6 Reformat Options - Reformat JANAP Format Messages for Readability 

a.  Check this box if you want the module to reformat any forwarded JANAP format message so that it can be read more easily.   Side routes, Format Lines 2, 4, and 11, and all PAGE lines will be removed.
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Reformat Options – Include Original Recipient List in Message Body

a. When this box is checked, the Profiler will insert the addressee/recipient list of the original message being forwarded at the top of the message’s body.  Each recipient will appear on a single line.  A single blank line will follow the end of the list. 
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3.4.7 Reformat Options – Forward Message Prosign

a. Use this text box to enter the prosign (Default RTD:) that the Profiler will put in the Real Time Log and in subject line of each e-mail message that it generates.  The prosign can be up to four characters long.  The Profiler will remove any embedded spaces that are entered.  The Profiler uses this prosign to detect messages that it may already have profiled.  If a message retrieved from a mail folder is found to contain a subject line that begins with this same prosign, the system will assume the message has been processed previously.  In such cases, the message will be delivered to the Route Loop Error folder and nowhere else.
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3.4.8 Configure Subject Line Format  

a. The subject line of a message disseminated to an e-mail address or mail folder will carry a subject line made up of elements extracted from the received message.  The text box shown in the dialog to the right of this checkbox lists the elements that will be used.  The information chosen will be displayed on the message subject line as well as in the Real Time Log.
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b. When the Configure Subject Line Format box is checked, the operator can change this configuration.  Click the Configure button at the end of this line to begin a configuration dialog.   To add an element to the subject line, highlight its name in the left-hand text box and click the Add-> button.  To remove an element, highlight its name in the right-hand text box and click the <-Remove button.  To change the order in which an element will appear, highlight its name in the right-hand text box and then click either the Move Up or Move Down button to position the field as desired.

[image: image37.png]



3.4.9 Reformat Options - Include Message Body Prefix

a. When this box is checked, the Profiler will insert a line of text at the top of the message’s body, followed by a space-filled line.  The inserted text will contain the message elements shown in the adjacent text box.  Click the Configure button at the end of this line.  You can configure the line with any of six EOS and also the order in which they are to appear.  The elements that can be selected are the same as those that can be selected for the subject line, and the Configuration dialog is the same as the one used to configure the subject line.  
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3.4.10 Delivery Options – Merge Profile Set Deliveries 
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When more than one Profile Set is applied to a message, check this box if you want the dissemination list each one generates to be merged before attempting to execute the selected deliveries.  When the delivery lists are merged, any duplicate addresses generated by the different Profile Sets will be eliminated.  Deliveries made to mail addresses will be performed more efficiently.  Clear this box if you want the Profiler to execute all deliveries selected by one Profile Set before applying another Profile Set to the message.

b. Selecting all the options on the Forwarded Message Structure tab would produce a message being routed to readers similar to the example below.
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3.5 DMS Tab

a. The Security section is used with the FORTEZZA card. If a command wishes to forward messages to a DN, and sign and encrypt the message. In the Delivery section, check the indicated boxes in order for a message that cannot be decrypted to be sent to the Manual Errors folder and to avoid sending messages with restricted security markings to SMTP addresses during dissemination. The Proxy Delivery section is not used. (Ensure there is NOT a check in the box to the right of “Subject.”) Click OK.
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SECTION 4

4. DMDS Database Management Module 

Section Objectives

After completing this section, you will be able to:

· Describe how to log on to the DMDS Database Management Module

· Describe how to create DMDS Profiles

· Describe the Conditions tab options

· Describe the Forwarding tab options

4.1 Starting the Module

a. The DMDS Database Management Module is used to maintain the database employed by the Profiler Module. The Database Management Module can run while the Profiler Module is running. 

b. To start the DMDS Database Management Module from the Profiler Module, click the Load the Database Manager Utility icon.  After activating the Database Manager, the Choose Profile window will be displayed. Select the MS Exchange user from the drop-down list, and then click OK.  
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DMDS Database Manager Screen Views

a. The DMDS Database Manager screen will be displayed. The Database Manager’s main window is organized into three panes.  The upper left-hand pane contains the Database tree view.  The top node of the tree represents the entire DMDS database.  The node shows the disk directory path to the Profiles database being used.  When it is expanded, the names for each Profile Set contained in the database are listed.  When a Profile Set node is expanded, the names of each routing profile contained in that set are listed.  In the tree views, icons used for each node convey additional information about the object represented.  The bottom pane is used to display the complete details about a particular routing profile whose name has been highlighted in either the Database or Disseminees tree view. 
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b. The upper right-hand pane contains the Disseminees tree view.  The top node of the tree represents all dissemination addresses of any type contained in the database.  When it is expanded, the names of each dissemination address are listed as subordinate nodes.  When a dissemination address node is expanded, the names of all Profile Sets that contain a routing profile that can assign that address are listed.  And finally, when one of these nodes is expanded, the names of all routing profiles in the Profile Set that can assign distribution to that address are listed as nodes.
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c. The icons used in the Database Manager are described in the following chart.

	Icon
	Meaning
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	Profile Set
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	Manual Error Profile
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	Route Loop Error Profile
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	Dissemination Error Profile
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	Exclusive Profile
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	Inclusive Profile
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	All Messages Profile
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	Shotgun Profile
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	E-Mail Dissemination Address
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	Mail Folder Dissemination Address
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	Disk Directory Dissemination Address


4.2 Database Organization

a. The various messages that DMDS processes can be addressed to any of several different organizations served at the local site.  At the highest level, the database is organized into Profile Sets. A Profile Set contains the dissemination rules for one organization. The user must populate the database with a Profile Set for each organization that is served at the local site.  Parameters associated with each Profile Set specify where messages for that organization can be found (mailbox(es) and/or disk directory) and how that organization might be addressed in a message (by a Routing Indicator, PLA, Relative Distinguished Name, etc.).

4.3 Adding a Profile Set

a. To create a Profile Set, ensure the database (C:\DMDS\BIN\DMDS_DATABASE.MDB) is highlighted. Right-click on  New Profile Set.  The Configure Profile Set window will be displayed. 
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Profile Set Description

a. In the upper text box marked “Enter a profile set name”, type in the set name. It can be the name of the organization the Profile Set is to be used for. Add the words Profile Set after the name (e.g., STUDENT### PROFILE SET).
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Input Source

a. The middle portion of the window is the Input Source box and is used to specify where new messages will be found. There are two radio buttons: the top one allows you to direct the Profiler to look in all mail folders and disk directories for messages. This choice is not generally used since incoming messages are generally found in specific mailboxes (Input folders) and disk drives (3.5 floppy drive). Choosing Specify where messages will be read for this profile set allows the operator to select specific areas where messages will be found. After selecting Specify where messages will be read for this profile set, click the Input Paths button. 
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b. The Input Sources screen will be displayed. To add an input path, click the Add button.  The Configure Input Path window will be displayed. Choose whether the input path is a mail folder or a disk directory by clicking on the appropriate radio button in the upper left side. (We will choose Mail folder.) Then click Browse. In the Browse Mail Folders window, click on the plus sign for the mail folder you are looking for (Mailbox). Highlight the Inbox for the Mailbox and click OK.
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c. The Configure Input Path window will be again displayed, showing the folder path chosen. Click OK.  The “Input Sources” window will be displayed, click OK. This will take you back to the “Configure Profile Set” window.
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4.3.1 Apply Profile Set to All Messages

a. To apply the Profile Set to all messages found in the location specified in the Input Sources, check the circle to the left of Apply profile set to all messages, regardless of addees…etc. THIS IS THE RECOMMENDED OPTION. Choose this option. The last step for this screen is to place a check in the box to the left of, “This profile set is active,” then click OK. BE SURE YOUR “Configure Profile Set” WINDOW LOOKS LIKE THE SCREEN SHOT BELOW.
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4.4  Profiles

a. Routing Profiles, often referred to as Profiles, consist of two parts: test conditions and dissemination addressees. The test conditions specify characteristics of a message that the Profile Module is to search for. When the Profiler finds a message that satisfies these conditions, the message is to be disseminated to the addressees attached to the routing profile. 

b. To start setting up a profile, right click on the Profile Set you wish to create the profile for. A drop down menu will be displayed. Click New Profile.
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Conditions Tab

a. The Conditions tab is used to specify what to look for in a message. 

4.4.1 Select a Profile Set and Name

a. Type a name of the profile in the “Enter the profile name” window. The name should be descriptive of what message conditions it is seeking. For example, if it will search for the text word AMCROSS, a good name might be AMCROSS PROFILE. If it is a shotgun profile that will assign default dissemination, call it SHOTGUN PROFILE. Type AMCROSS PROFILE under Enter the profile name.
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Profile Type

a. From the drop-down arrow, select a profile type from the Enter the profile type window. Profiles are populated with routing profiles.  A routing profile consists of two logical parts: test conditions and dissemination addresses (Forwarding tab).

b. A profile for an organization can be populated with four different kinds of routing profiles or types: Exclusive, Inclusive, All Messages, and Shotgun.  (Our profile type for AMCROSS will be Exclusive.)
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4.4.1.1 Exclusive Profiles

a. Exclusive profiles are used to limit the distribution of sensitive messages.  When a message satisfies an Exclusive profile, the message will be disseminated only to addresses attached to that particular profile, even if the message could also satisfy conditions specified by other profiles in the same set.  Exclusive profiles are typically used to screen messages such as Personal for, AMCROSS, Urinalysis, etc.  If a message satisfies an Exclusive profile, it will be routed only to the dissemination associated with that profile. If multiple Exclusive profiles are defined that the message could satisfy, the first Exclusive profile will be used.  The order in which Exclusive profiles are tested is alphabetically by their name. Once a message is profiled by an Exclusive profile, THAT MESSAGE WILL NOT BE PRESENTED TO ANY OTHER PROFILE, ensuring that message can not be routed to any wider distribution.

4.4.1.2 Inclusive and All Messages Profiles

a. Inclusive and All Messages profiles can be thought of as the opposite of Exclusive profiles—they are used to expand a message’s distribution so that all interested parties can receive a copy.  If none of the Exclusive profiles in the set are satisfied by the message, the Profiler will then test every Inclusive and All Messages profile in the set against the message.  For each of these profiles whose test conditions are satisfied by the message, the dissemination attached to that profile is added to a master dissemination list.  Duplicate addresses will be removed.  (An All Messages profile is the same as an Inclusive profile except that it does not test a message for the presence or absence of a particular string of text.). All Messages profile type should only be used if you are ONLY interested in the precedence of a message. 

4.4.1.3 Shotgun Profiles  

a. Shotgun profiles provide last resort dissemination.  If a message does not satisfy any of the other profiles in a set, dissemination attached to any and all Shotgun profiles in the set will be used.  A good choice for such dissemination might be to an administrator’s mailbox so that proper dissemination can be determined manually.  

4.4.1.4 Error Profiles Types (Configured Automatically by DMDS Software)

a. In addition to Profile Sets defined for each served organization, the database contains a fixed Profile Set that is populated with routing profiles that assign dissemination to messages that generate certain types of errors.  This Profile Set always contains three routing profiles: Manual, Route Loop, and Dissemination.  These profiles cannot be deleted nor can additional routing profiles be added to this set; however, any dissemination address can be attached to any of them. The default dissemination address for this profile is the Dissemination subfolder subordinate to the Error folder in the Message Staging Area message personal store.  When a message is placed in an Error folder, the original message will be included as an attachment.  Once the operator determines the actions required for dissemination of the message, the original attached message may be drafted and dropped back into the original Inbox to allow DMDS to re-profile the message.

4.4.1.5 Manual Error Profile  

a. This profile assigns dissemination to a message when all routing for the message must be assigned manually.  It is used when a message is received that cannot be matched with any Profile Set.  The default dissemination address for this profile is the Manual subfolder subordinate to the Error folder in the Message Staging Area message personal store.

4.4.1.6 Route Loop Error Profile

a. This profile assigns dissemination to a message when it appears that the message might have been previously processed by DMDS.  When DMDS forwards a message through a mail system, it will prefix its subject line with a prosign defined by the DMDS operator.  If the system subsequently reads a new message from a mail folder that contains a subject line prefixed with this same prosign, then the system will assume that a closed message routing loop has somehow been established.  Therefore, rather than applying the normal routing criteria to the message, the system will instead send the message to the address(es) specified by the Route Loop Error profile.  The default dissemination address for this profile is the Route Loop subfolder subordinate to the Error folder in the Message Staging Area message personal store.

4.4.1.7 Dissemination Error Profile  

a. The Dissemination Error profile assigns dissemination should the Profiler discover that one or more of the distribution addresses selected for the message is no longer valid.  In most cases, the program will still be able to send the message to all the other assigned dissemination addresses that are still valid.  One exception to this rule occurs when DMDS is using the Microsoft interface and a message must be sent in an encrypted form to a DMS address.  If one of the DMS addresses assigned is no longer valid, the message will not reach any of the assigned DMS addresses.  DMS messages received with an invalid signature or that cannot be decrypted are also disseminated in accordance with this profile.

b. When a message is sent to the dissemination folder, there will be two attachments: one that lists the addressees that the message could not be sent to, and a second containing the original received message.

4.4.2 Conditions

a. The Conditions box describes what message characteristics the profile will test for.  They can be grouped into three categories: message precedence, message received for Action or Information, and text search condition.  

4.4.2.1 Precedence Button
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When you want the profile to test a message for a particular military precedence or e-mail urgency, click the Precedence button.  Select the top radio button if you do not want the profile to test for a particular message precedence or urgency.  Otherwise, select the bottom button and then click on the boxes that correspond to the precedence required. Click OK.

4.4.2.2 Action/Info Button

a. When you want the profile to test a message based on whether it was addressed to the organization for Action or for Information only, click the Action/Info button.  Select the radio button that corresponds to the test you want applied.  
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4.4.2.3 Conditions Button

a. When you want to test a message based on whether it does or does not contain a particular fragment of text in some portion of the message, click the Conditions button. You can add any number of text search tests to an individual profile.
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b. When the Search Conditions window is displayed, click the Add button to add a search string via the Search Conditions window.
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c. The Search Zone section allows the operator to select what part of the message is to be searched: 
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· The Subject search zone refers to the original subject line of the e-mail or legacy format message.  

· The Body search zone refers to the text of the email or legacy formatted message. 

· The Subject or Body search zone will allow the profiler to search both the subject and the body of a message or email.  Text contained in both of these areas is treated as a single search zone.  If you specify that you require the presence of a particular text string, this test will be satisfied if that string can be found in either the original subject line or in the original message’s body.  

· If the e-mail message being examined contains an embedded legacy format message, the JANAP Header search zone refers to the heading of that message.  The test is not satisfied if a legacy format message is not present.

· If the e-mail message being examined contains an embedded legacy format message, the Office Ops search zone refers to all office codes appended to a PLA in the Action and Info format lines that have been linked to the Profile Set that this profile resides in.  If a Pass To Office Codes block is contained in the body, this search zone refers to all Office Op codes appended to a PLA or RDN contained in that block that have been linked to the Profile Set. 

· The Military Message Type search zone refers only to an EoS carried in DMS format messages named MM_MESSAGE_TYPE.  This field can carry only specific values.  Therefore, when you choose this option, the program will offer you a drop-down box that lists the available choices.  These values are not carried as text strings in the profile, but rather as numeric codes.
d. This is the military message type drop-down box.
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e. In the Conditions section, the text boxes are where you enter text strings to be used in the test.  The drop-down list box located immediately above each text box is used to specify whether that string needs to be present or absent in the selected search zone, and also whether or not it could be found within a longer string of text.  
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In the choices listed in the drop-down list, the term word is used to signify that the beginning or ending of your string must be on a word boundary.  A word boundary exists at the beginning or ending of a line, a space character, a tab character, or any printable character other than a letter or a digit.  The term phrase is used to signify that the beginning or ending of your string can be embedded in a longer string of text.  The phrase you enter will be stored in the database prefixed with a single quote and suffixed with a double quote to indicate your choice, e.g., as ‘URIN.”  The single quote is used to indicate a word boundary position.  The double quote is used to signify that any character may be adjacent.  The terms “contains” and “does not contain” that appear in the choices are used to indicate that the string either must be or must not be found, respectively, in the search zone.

f. Choose Subject or Body in the Search Zone, and contains the following word in the Conditions section. Type AMCROSS in the window below, and check No Additional Condition. Use the “And” choice if you want the profiler to look for a word/phrase located in the upper window AND a word/phrase in the lower window. Choose “Or” if you want the profiler to look for a word/phrase in the upper window OR a word/phrase in the lower window.  Click OK. When the “Search Conditions” window is shown, check the Search List for correctness. If a modification is required, click Edit. When finished, click OK.
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Search Range Button

a. The search range is associated with all text search conditions you enter.  This parameter specifies how many lines in the search zone selected are to be searched for the test string you enter.  By default, the entire search zone is searched.  To change that value, click the Search Range button.  Enter the search range value desired.  Click OK. We will enter “4” in the window.
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4.5 Forwarding Tab

a. To access the message dissemination, click the Forwarding tab. The middle text box lists dissemination addresses currently attached to the profile.  To add to this list, click the button for the address type you wish to add.  
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4.5.1 Mail Address Button

a. Clicking  the Mail Address button will open the personal address book Select Addresses window. Highlight the addressees you wish to use,. Click the To->  button and the addresses move to the right-hand window. Continue this procedure until all Mail Addresses have been added to the list. Click OK to add the choices to the Distribution Path.
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4.5.2 Action/Info Button

a. Highlight a Dissemination Path address and click the To/Cc button to assign Action or Info to that dissemination address. This is a toggle button. Clicking on it will change the information in the Send window between To and Cc.
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4.5.3 Mail Folder Button

a. Click the Mail Folder button and the Browse Mail Folders window will be displayed. Choose the folder, click the plus sign to expand the window, and highlight the folder. Click OK to add the choices to the distribution path.
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4.5.4 Disk Directory Button

a. Click the Disk Directory button and the Select Directory Folders window will be displayed. Choose the folder, double-click on the folder to expand the window, and highlight the folder you want the message to be disseminated to. Click OK to add the choices to the distribution path. We are not forwarding to a disk drive in class, so click Cancel.
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4.5.5 Proxy Button

a. Choosing a Guard address using the Proxy button operates the same as the Mail Address button. Click the Proxy button, choose a Guard address from the address book, add it to the list of addressees, and click OK.

4.6 Completing the Profile

a. When the Database Manager screen is again displayed, highlight a profile and all the information is displayed in the bottom part of the screen.
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Practice Profiles

a. Using the skills you have just learned, create the following profiles listed in Task 2, 3, and 4.

	Task 1
	
	Task 2

	Profile Name
	AMCROSS PROFILE
	
	Profile Name
	ADVANCEMENT PROFILE

	Profile Type
	EXCLUSIVE
	
	Profile Type
	INCLUSIVE

	Conditions
	Conditions; contains the following word: AMCROSS
	
	Conditions
	Conditions; contains the following Phrase: ADVANCEMENT or PROMOTION

	Forward
	Mail Address, Cc COMTRACOM

Mail Folder, MESSAGE DISTRIBUTION DMDS:\AMCROSS
	
	Forward
	Mail Folder, MESSAGE DISTRIBUTION DMDS:\Advancement


	Task 3
	
	Task 4

	Profile Name
	FLASH PRECEDENCE PROFILE
	
	Profile Name
	SHOTGUN PROFILE

	Profile Type
	ALL MESSAGES
	
	Profile Type
	SHOTGUN

	Conditions
	Precedence: Flash
	
	Conditions
	None

	Forward
	Mail Folder, MESSAGE DISTRIBUTION DMDS: CDO
	
	Forward
	Mail Folder, MESSAGE DISTRIBUTION DMDS:\OP INT


4.7 Testing Profiles

a. Profiles can be tested in several ways. The Action drop-down menu contains two methods.

4.7.1 Profile Email from Folder

a. Click the Action drop-down menu and highlight Profile Message From Folder. This is used to determine which profiles in the database will be satisfied by messages residing in a mail folder. When the “Find Profile Hits for Email Messages” window is displayed, click Browse.
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b. When the “Browse Mail Folder Messages” window is displayed, locate the mail folder that contains a message that will cause the profile to work. Open the “Message DistributionDMDS” folder and look in the sub-folder named “TEST MESSAGES.” Locate the message indicating ”DMDS TEST MESSAGE FOR AMCROSS.” Click on the file to highlight, and click OK.
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c. The “Find Profile Hits for Email Messages” window will again be displayed. WAIT UNTIL THE TEST MESSAGE NAME IS DISPLAYED IN THE GREY WINDOW BELOW “Enter the message you want to profile.” Ensure the Direction button DOWN is selected, then click Find. If the profile has been constructed correctly, it will be highlighted. If not, a message will be displayed indicating No Profile could be found.
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4.7.2 Profile Message from File

a. Click the Action drop-down menu and highlight Profile Message From File.  This is used to determine which profiles in the database will be satisfied by a message residing in an ASCII text file that you select. The procedure is the same as indicated in paragraph 4.8.1 above except you choose a file that contains a message that will cause the profile to work.

SECTION 5

5. Reports

Section Objectives

After completing this section, you will be able to:

· Describe the two basic report formats

a. Two basic report formats are offered.  When a node in the Database tree view is highlighted, the report will display the data organized in the following tree arrangement:

Profile Set

Profiles

Disseminees
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b. When a node in the Disseminees tree view is highlighted, the report will display data organized in the following tree arrangement:

Disseminees

Profile Set

Profiles
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SECTION 6

6. Quick Guide to Setting Up a DMDS Profile

Section Objectives

After completing this section, you will be able to:

· Create a DMDS Profile Set

· Create a Profile

1. Open and Disable the DMDS Profiler.

a. Click the icon and click OK when the Govt Warning is displayed. Select the proper exchange profile and click OK.

b. When the Configure Multiple Fortezza Logon is displayed, either add your Fortezza card PIN or click OK for don’t use Fortezza.

c. When the Profiler Real Time Log screen is displayed, click the Configure Program Options icon or click on the Tools drop-down menu and select Options.

d. Double-click on the path located in the window below the word Path. Make sure Path Enabled is not checked.  Click OK and click OK again. While creating/updating DMDS profiles, you don’t want the Profiler moving messages around.

2. Load the Database Manager

a. Click the Load Database Manager Utility icon or on Tools and DMDS Database Manager.

b. Select the same exchange profile you did in  step a above. Click OK.

3. Create a Profile Set

a. Highlight the database, click the Action drop-down menu, and click Profile Sets, then New Set.

b. Enter the Profile Set name, selecting a title that will be descriptive of what the set is for. Add the words Profile Set after the name.

c. Under Input Sources, click Specify when messages will be read for this profile set.

d. Click the button to the right of the box labeled Input Paths.

e. Click Add. Determine whether you are reading messages from a mail folder or a disk directory. Click the appropriate choice. (In class it will be a mail folder).

f. Click on the Browse button at the right of the Folder Path window.

g. Click on the plus sign to the left of your mailbox. Highlight Inbox and click OK. When the selected path is displayed in the folder path, click OK again. Click OK a final time if the path is correct.

h. In Address/Organizations, click Apply profile set to all messages…etc…. unless you want to add your guard list.

i. Place a check in the box to the left of This profile set is active. Click OK.

4. Create a Profile

a. Highlight the Profile Set you wish to create the profile under. Never use ERROR PROFILES as a Profile Set.
b. Click the Action drop-down menu and click on Profile, then New Profile.

c. Select the Profile Set you want to build the profile for.

d. Enter the profile name, selecting a title that will be descriptive of what the profile is for. Add the word Profile after the name.

e. Select the type of profile (Exclusive, Inclusive, All Messages, or Shotgun).

f. Depending on the profile type, choose the Precedence, Conditions, and Search Range as required.

g. Click the Forward tab.

h. Choose where the message is to be forwarded (mail address, mail folder, or disk directory). Click OK when done.

i. Click on the new profile name in the left window and view all the parameters in the lower half of the screen. Make sure everything is set up. Ensure there is something in the distribution path or the messages will loop.

5. Test the Profile

a. Follow the procedures set in Section 4.10, Testing Profiles.
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� DMS – Defense Message System.


� AUTODIN – Automatic Digital Network.
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